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Who Am I?

• Mark McChesney, Information Security Officer, Kentucky Retirement 
Systems

• Former Senior Manager responsible for the architecture, management 
and operation of enterprise voice, video and data infrastructures, as well 
as security at the Commonwealth Data Center.

• Past Regional President and Board of Directors member of the National 
Association of State Technology Directors (NASTD)

• Chair of the NASTD Security Special Interest Group (SIG) 2003-2008

• Member Multi-State Information Sharing & Analysis Center (MS-ISAC)

• Member NASCIO Security and Privacy Committee
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• Certified Information Security Manager (CISM)

• Certified Information Systems Auditor (CISA)

• Certified Information Systems Security Professional 
(CISSP)

• Certified in the Governance of Enterprise IT (CGEIT)

• GIAC HIPAA Security Implementation (GHSC)
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Disclaimer
The information and opinions expressed in this presentation 

are solely mine and may not be those of my employer.   
Additionally,  These stunts are performed by professional 

“security researchers” and should not be tried at home.  You 
could be injured or even worse, Go to Jail! 
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• Increasingly Sophisticated Web Site Attacks That Exploit Browser Vulnerabilities - Especially On Trusted Web Sites

• Increasing Sophistication And Effectiveness In Botnets

• Cyber Espionage Efforts By Well Resourced Organizations Looking To Extract Large Amounts Of Data - Particularly 
Using Targeted Phishing

• Mobile Phone Threats, Especially Against iPhones And Android-Based Phones; Plus VOIP

• Insider Attacks

• Advanced Identity Theft from Persistent Bots

• Increasingly Malicious Spyware

• Web Application Security Exploits

• Increasingly Sophisticated Social Engineering Including Blending Phishing with VOIP and Event Phishing

• Supply Chain Attacks Infecting Consumer Devices (USB Thumb Drives, GPS Systems, Photo Frames, etc.) 
Distributed by Trusted Organizations

SANS Top 10 Menaces (2008)
(www.sans.org)
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Risk - It's Everywhere 
• Web Mobs and Organized Crime

• Powerful Hacker Tools: Useable by Anyone

• Disgruntled or Fired Employees

• Social Engineering

• Passwords on Post-It Notes

• Instant Messaging and Peer-to-Peer Applications

• Social Networks: Facebook, MySpace, Linked-In, Plaxo, 
Twitter, Yahoo!360, etc.
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“The future ain’t what it used to 

  

7



The Motivation Today

Ka-ching!
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The Bad Guys
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Answers? What was the 
question?

• Owns Nearly $500 Billion in US Treasury 
Securities

• Over 200 Million Internet Users
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The Soprano’s?
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The Soprano’s?
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Malware
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Malware

• Historically, malware has plagued e-mail, hidden in 
malicious attachments 

• While that's still happening, more malware writers 
are putting their efforts into malicious Web sites 

• 70% of porn is downloaded between 9 and 5
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Malware

• There are now more than 200,000 known 
examples of malware

• Almost all those are for Windows or Internet 
Explorer on Windows

• About 50 new instances are reported each day 
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Botnets/Zombies
• These Botnets are used as tools by Hackers for: 

–  Distributed Denial-of-Service Attacks

–  Spamming

–  Sniffing Traffic

–  Keylogging

–  Spreading new malware

–  Installing Advertisement Add-ons 
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Laptops and Wireless 
Networks

• How Many of You Have a Laptop?

• How Many of You Use Wireless Networks 
at Work, Home or While You Travel?
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Compromised
• Compromised laptop computers are the target of 

choice

• Laptops by their nature are "promiscuous" and could be 
attached to any number of unsafe networks

• Once a laptop is compromised and a good Trojan 
installed that bypasses firewall security; then the whole 
network, including any VPN is possibly and hopelessly 
compromised
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Why Are They Hacking Wireless Networks?

• To get direct access to your internal network

• This gets them “inside the door”

• Allows them to by-pass normal security barriers

• Complete anonymity

• No risk of being traced

• Not being watched

• Difficult to find the trespasser

• Easy to use tools that are cheap or FREE

• Very large attack surface
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Wireless Signal Leakage
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Do NOT Let your computer cache wireless networks!

And Remember: There is no such thing 
as a free lunch or Free Public WiFi
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Do You Use Bluetooth?
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Do You Use Bluetooth?

33



Bluetooth Threats
• If Your Device/Phone is “Discoverable” with the Default 

PIN,  ANYONE can Connect

• Paired Devices Get Access to the Entire Device

• Read/Write SMS, Phonebook, Notes, Photos, etc.

• Most Devices Use Default PINS

• Listen to Conversations

• Inject Audio?

• Track You? Many Phones Now Include GPS
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Some Things You Can Do

• Turn Off Bluetooth When Not In Use

• At Least, Turn Off “Discoverable” Mode

• Change the Default PIN

• Limit Access to Specific Paired Devices

• Turn Off Headsets and Other Devices When Not in Use
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Your Blackberry, iPhone and 
Smartphone IS a Computer
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The Insider is hard to Identify 
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defense attorney Paul Harnice, who 
stood in for Cheak’s regular 
attorney, William E. Johnson.  
 He will remain free on bond 
pending his final sentencing at a 
later time.
 As part of his plea bargain 
agreement, Cheak will reveal to 
Cleveland and Kentucky State 
Police Det. Mark Stapleton how he 
stole the money.
 Cheak also will surrender 
$184,000 he maintained in three 
Indiana bank accounts, give up 
rights to $453,000 from the sale 
of various farms and other items 
purchased with the stolen money, 
and turn over personal computer 
equipment, according to his plea 
bargain.
 Cleveland said he had a solid 
case against Cheak.  “We  could 
show to the second when each 
theft was done.” 
 


• By DAVE BAKER
• State Journal Staff Writer

SEPTEMBER 23, 
1996The State Journal

MONDAY

50 CENTS DAILY F R A N K F O R T ,  K E N T U C K Y $1.25 SUNDAY

 Former Revenue Cabinet 
employee David Cheak today 
pleaded guilty to embezzling $4.2 
million from the state treasury.
 Cheak, 41, told Franklin Circuit 
Judge William Graham he was on 
medication for a bi-polar disorder, 
but said the drugs did not impair 
his decision to enter a guilty plea.
 Cheak pleaded guilty to 10 
counts of unlawful access to a 
computer and three counts of 
theft.  Assistant Common-wealth’s 
Attorney Larry Cleveland 
recommended a 14-year sentence.  
 The former Revenue Cabinet 
employee, a graduate of the 
University of Kentucky, had 
contended the thefts were the 
result of a mental illness.
 Cheak, who appeared clean-
shaven for his court appearance, 
was to stand trial today.  Cheak 
pleaded guilty to all his counts 
instead.  “He felt it wasn’t in his 
best interest to go to trial.” said.

Former Revenue Cabinet employee 
David Cheak pleaded guilty to 
embezzling $4.2 million from the 
Kentucky State Treasury.

Cheak pleads guilty to 

DAVID Cheak, left, pleaded guilty today to the 
embezzlement of $4.2 million in state money.  He 
appeared with attorney Paul Harnice.

State Journal/John Sommers II
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Sometimes the Insider Issue is 
Not Even a Malicious Act
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What Were They Thinking?
 

AFP Published This Untouched Photograph of a
Hurricane Katrina Evacuee and Her Debit Card;
What Happened Next Was No Surprise
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Insider Threat

 Insider Threat Studies
Illicit Cyber Activity in the Banking and Finance Sectors
Illicit Cyber Activity in the IT and Telecommunications Sectors
Illicit Cyber Activity in the Government Sector
Computer System Sabotage in Critical Infrastructure Sectors

 Combating the Insider Cyber Threat

 Protecting Against Insider Threat

 Common Sense Guide to Prevention & Detection of Insider 
Threats

 Risk Mitigation Strategies:  Lessons Learned from Actual Attacks
http://www.cert.org/insider_threat/

 Insider Security Threats:  State CIOs Take Action Now!
http://www.nascio.org/publications/documents/NASCIO-
InsiderSecurityThreats.pdf
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Who Else is Interested?

• The Media

• CPA and Consulting Firms

• The Auditor of Public Accounts (APA)

• The Attorney General
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Social Networks and Peer-to-Peer 
Networks
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Look what’s happening – Collaboration!
• MySpace – close to 190 million profiles
• Flickr – again, in the millions
• Facebook - 40 Billion Page Views each Month; 150, 000 

new subcribers every day
• Twitter, Pownce, etc.
• Second Life – 3.7 million ‘residents’; 62,000 online this 

past weekend at the same time
• YouTube – more than 13 million unique users; 2/1/08: 

69 Million videos.
• Bittorent
• Other Peer-to-Peer Applications 
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• This adds a whole new specter of threats and 
vulnerabilities into the network

• Multiple threats in the past 6 months with many 
of these applications.

• Four out of 10 users of Web site Facebook 
unwittingly expose themselves to the risk of 
identity theft and virus attacks

• 41 percent divulged personal information, such as 
phone numbers, birthdates and e-mail addresses, 
that could be viewed by strangers
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What Can You Do To Protect 
Yourself?

• Be VERY careful on social networking sites

• Facebook

• MySpace

• Linked-In

• Plaxo

• Block Access
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Tips on Becoming a Hacker

56



The Tools

57



Where to Get the Tools

• sectools.org  (The Top 
100 Tools)

• www.wardrive.net/
wardriving/tools (14 
Printed Pages of 
Software....Mostly Free)

• www.google.com
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Hacker Resources on iTunes (For FREE!!)
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Hacker Resources on iTunes (For FREE!!)
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Hacker Resources on iTunes (For FREE!!)
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What Can I Do to Protect My 
Infrastructure?
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We need to start plugging the leaks!
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Disclosure Events

• It’s NOT if, but When you have a disclosure event

• You have already had a breach/disclosure event

• Kentucky Retirement Systems adopted a policy in 2006

• 42 States plus DC have legislation

• Federal breach legislation pending
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www.privacyrights.org
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Things You Need to Know

• The threats are constantly changing 

• That something bad is going to happen to your 
technology infrastructure

• That you are a target 

• Today’s hackers are smart; Most have significantly 
more time to spend attacking than your system 
administrator has to protect your systems
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Prepare
• Plan for the best – prepare for the worst

• When it happens, don’t be caught saying, “What do we do 
now?”  In the end,

–You will have a data disclosure,

–A worm or virus will affect you,

–A hacker will find you or,

–A trusted Insider will take advantage of you
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Educate
• Education starts at the top and works its way down the 

food chain throughout your organization

• Security is a business practice, NOT an IT responsibility

• Before any employee puts fingers on the keyboard they 
must understand that it is not their computer

• Have regular training and awareness (Presentation, 
posters, emails, security alerts, newsletters, etc.)
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Communicate

• Inform your employees and management team about 
enterprise policies

• Facilitate your own policies based on best practices

• Make sure you have a disclosure policy and/or incident 
reporting policy

• Make sure your Executive and Legal staff are involved at 
every step

• Be timely; Be honest: A forensic review will betray you
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Maybe Most Important: Share and 
Collaborate

• United States Secret Service/Kentucky Electronic 
Crimes Task Force

• National Association of State Technology Directors 
(NASTD)

• National Association of State Chief Information 
Officers (NASCIO)

• Multi-State Information Sharing and Analysis Center 
(MS-ISAC) 
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Questions?
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