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DISASTER RECOVERY 
HOW PREPARED ARE YOU? 



• Who we are and where we started 
• Building recovery relationships 
• Many faces of a disaster 
• Playbooks-actionable plans 
• Where we are going 

AGENDA 



WHO IS PSRS/PEERS 

• The Public School and Education Employee Retirement 
Systems of Missouri (PSRS/PEERS) provides service 
retirement, disability and survivor benefits for more than 
166,000 active members and over 76,000 retired public school 
teachers, school employees and their families 

• Total assets were approx. $34.5 billion as of September 30, 
2013 

• Larger than all other public retirement plans in the state 
combined  

• 44th largest defined benefit plan in the country 
 



Emergency Folder Emergency Phone Tree 

and, an agreement with an offsite firm for access to run the 
benefit payment file 

WHERE IT BEGAN 



• We realized we didn’t have comprehensive plans that dealt with any of the 
following: 

• Management Decisions 
• What happened?, What’s the severity? Is our building useable? Do we need to get an 

emergency team alerted? If so, how?... 
• Employee Issues 

• Is anyone hurt? How do we contact family members?  Will employees need 
counseling?... 

• Technology Recovery  
• How much of our operating system was damaged? Is the backup file safe?  Where 

do we get the backup file?... 
• Day-to-Day Operations Recovery 

• When are benefit payments due? Can we make payments? On time?  What are the 
essential functions?  Do we have the staff to cover those functions?… 

 

WHERE IT BEGAN 



• We realized that we needed to start from the ground up: 
1. We partnered with a business continuity consultant 
2. Focused on the Business Impact Analysis 
3. A complete Disaster Recovery Analysis was done 
4. Official Recovery Plan Documents were created, and then 
5. Began establishing recovery relationships 

 

TAKING THE FIRST STEPS 



• We have built strong recovery relationships throughout 
the last 5 years: 
• Underground Records Management (URM), Columbia, MO 

 

 

 

RECOVERY RELATIONSHIPS 



• We have built strong recovery relationships throughout 
the last 5 years: 
• National Catastrophe Restoration, Inc. (NCRI), Kansas City, MO 

 

 

 

RECOVERY RELATIONSHIPS 



• We have built strong recovery relationships throughout 
the last 5 years: 
• Jack Henry Mountain Data Center, Branson, MO 

 
 
 

 

 

RECOVERY RELATIONSHIPS 



• We have built strong recovery relationships throughout the 
last 5 years: 
• KCPSRS(Kansas City Public School Retirement System) 

 
 
 

• LAGERS (Missouri Local Government Employees Retirement 
System), Jefferson City, MO 

 

RECOVERY RELATIONSHIPS 



• We have built strong recovery relationships throughout 
the last 5 years: 
• xMatters Mass Communication System 

 

 

 

RECOVERY RELATIONSHIPS 



• Recovery plans were created for: 
• Operations (Business Continuity Plan) 
• Information Technology (Disaster Recovery Plan) 

 

TAKING THE FIRST STEPS 

DRP BCP 



• Critical for two plans:  
• DRP AND BCP 

• Reliant on each other 
• PSRS/PEERS recognized the need for operations to be 

successful as well 
 

ONE WORLD – TWO PLANS 



• Necessary to identify our disaster recovery objectives 
• In order to be successful in your planning you need to 

know and understand your goals and objectives in an 
event 
• What does your organization want/need to 

accomplish? 
 

BUSINESS CONTINUITY OBJECTIVES 



Uninterrupted payment of benefits 
  
Employee Safety 
 
Keeping member data safe and secure 

BUSINESS CONTINUITY OBJECTIVES 



• In a true disaster the BCP would not be useful 
 

OUR CONCLUSION 



• The idea of the playbooks  
• The playbook told the team: 

• what position they needed to be in and  
• what steps needed to be taken to ensure a win 

• Wanted a plan that staff was comfortable with and that was easy 
to use 

• Staff was challenged to create the playbooks   
 

THE “PLAYBOOKS” 



• At first, creating the playbooks was difficult: 
• What format should we use to make it user-friendly? 
• Kept focusing on “disaster specific” outcomes 

• Tornado damage, fire damage, etc 
• What if the building is unusable?  

• What if the building just needed minor repair?  
 

THE “PLAYBOOKS” 



THE MANY FACES OF DISASTER 

Utility Outage 
Wind Storm 
Hail Damage 
Fire 
Tornado 
Floods 
Data Theft 
Employee Violence 
Member Violence 
 
 

Civil Disturbance 
Smoke Damage 
Computer Failure 
Food Poisoning 
Bomb Threat 
Area Evacuations 
Earthquake 
Domestic Violence 
Water Contamination 

Explosions 
Pandemic Outbreak 
Accidents 
Terrorist Attack 
Military Action 
Nuclear Catastrophe 
Chemical Release  
Ice Storm  



MISSOURI FLOODING 1993 



• “Great Flood” -The most costly and devastating flood to 
ravage the United States in modern history 

• Approximately $15-20 billion in damages 
• Levees were broken, farmland, town and transportation 

routes destroyed 
• Thousands of people forced to abandon their homes and 47 

people lost their life as a direct result from the flood 
• Approximately 50,000 homes were destroyed, 15 million 

acres of farmland inundated and two whole towns one in 
Missouri, were completely relocated 

•  
 

MISSOURI FLOODING 1993 



MISSOURI ICE STORMS 2010 



• 1.3 million residents were left without power in multiple 
states 

• 55 deaths in total 
• Up to 1.5 inches of ice accumulation and some also 

received 1-5 inches of snow and sleet mixture. 
• Ice accumulations resulted in widespread downed trees and 

power lines. Approximately 200,000 residences were 
without power  

• More than 145 miles of high-voltage transmission lines were 
downed in southeast Missouri. 
 

MISSOURI ICE STORMS 2010 



MISSOURI TORNADO 2011 



• EF5 multiple-vortex tornado struck Joplin, Missouri on 
Sunday May 22, 2011 

• Winds in excess of 200 mph, was ¾ of a mile wide, and had 
a track lasting six miles.  

• Approximately 2.8 billion in damages, destroyed roughly 
2,000 buildings and nearly 7,000 homes 

• It was responsible for 161 casualties and more than 900 
injuries 

• The Joplin tornado is the deadliest single tornado since 
modern recordkeeping began in 1950 and is ranked as the 
7th deadliest in U.S. history. 
 

MISSOURI TORNADO 2011 



MISSOURI EARTHQUAKE 20?? 



• The New Madrid Zone is the most active earthquake area in the US- 
East of the Rockies  

• (FEMA) has warned that a serious earthquake in the New Madrid Zone 
could result in "the highest economic losses due to a natural disaster 
in the United States” 

• FEMA also predicted "widespread and catastrophic" damage across 
Alabama, Arkansas, Illinois, Indiana, Kansas, Kentucky, Mississippi, 
Missouri, Oklahoma, Texas, and Tennessee 

• In October 2009, a team funded by FEMA considered a scenario where 
all three segments of the New Madrid fault ruptured simultaneously 

• Tennessee, Arkansas, and Missouri would be most severely impacted, 
with the cities of Memphis, Tennessee and St. Louis, Missouri being 
severely damaged 
 

MISSOURI EARTHQUAKE 20?? 



• The report estimated:  
• 86,000 casualties, including 3,500 fatalities;  
• 715,000 damaged buildings; and  
• 7.2 million people displaced 
• Direct economic losses would be at least $300 billion. 

• According to the United States Geological Survey, there is a 
broad consensus that the possibility of major earthquakes 
in the New Madrid Seismic Zone remains a concern 

MISSOURI EARTHQUAKE 20?? 



• These major disasters touched on are JUST MISSOURI but  
what happens here can affect other states 
 

MISSOURI DISASTERS 

United States Pipleines 
map (Crude oil and 

natural gas pipelines) 



• These major disasters touched on are JUST MISSOURI but  
what happens here can affect other states 

MISSOURI DISASTERS 

United States Pipleines 
map (Crude oil and 

natural gas pipelines) 

• Planning for specific disasters is overwhelming and impossible  
• Therefore, it is critical to move away from disaster specific plans  

• Break down your plans into how an event occurs: 
• beginning, middle and end   

• Forces you to look at the “big picture” 
 



• We first broke a business interruption event down into 4 
main phases: 
• Phase 1: Initial Recovery (assessing the situation) 
• Phase 2: Facility Recovery (restoring space) 
• Phase 3: Functionality Recovery (restoring operations) 
• Phase 4: Permanent Space Recovery (the move “home”) 

 

THE “PLAYBOOKS” 



• We began by dissecting the big BCP plan  
• Broke down the BCP  
• Started identifying decisions to be made and in which order  

 
 

 

THE “PLAYBOOKS” 



THE “PLAYBOOKS” 
Designed to walk any employee through a logical sequence of decisions 

in the midst of chaos 



PHASE 1: INITIAL RECOVERY 





















           
FORMS 



















SITE ASSESSMENT CHECKLIST 

























































PHASE 2: FACILITY RECOVERY 





PHASE 3: FUNCTIONALITY RECOVERY 





PHASE 4: PERMANENT SPACE RECOVERY 





SPECIAL PLAYBOOKS- 
HUMAN RESOURCE INITIAL RESPONSE 



• Purpose of the Human Resource-Initial 
Response Playbook is to ensure PSRS/PEERS 
most valuable resource, its employees, are 
taken care of during an event. 
 

SPECIAL PLAYBOOKS- 
HUMAN RESOURCE INITIAL RESPONSE 



SPECIAL PLAYBOOKS- 
BENEFIT PAYMENT WORKAROUND 



• The Benefit Payment Workaround (BPW) is 
implemented if a disaster occurs within 5 
banking days of benefits and/or payroll being 
paid 

• The purpose of the BPW is to pay last month’s 
benefits and payroll again, if needed. 
 

SPECIAL PLAYBOOKS- 
BENEFIT PAYMENT WORKAROUND 



• Playbooks are stored at a variety of locations: 
• Full set at the Underground Records Management-URM (the 

Caves) in Columbia, MO 
• Full electronic version online (PDF) 
• Phase 1 and HR Playbooks Only: 

• Briefcases for those that can declare (5 individuals) 
• 1 set in the PSRS office building 

 

DISASTER PLAYBOOKS 



• Playbooks = ACTIONABLE plan 
• Create as much calm as possible in the midst of chaos! 

• No person or business is ever 100% safe from a 
disaster 

• The goal is to prepare staff as best as possible to 
handle any given scenario 

DISASTER PLAYBOOKS 



• Keep the plans off the shelf and dust-free 
• Testing 
• Continue to keep DR a priority 

 

 

WHERE ARE WE GOING? 



• Your Challenge: 
• Learn about your plan 
• Do you give it enough importance now? 
• Do you know your role during and after an event? 
• Hard to spend resources on something that potentially will 

never happen 
• However, being prepared could mean the difference 

between achieving your business continuity objectives 
and failure 

YOUR CHALLENGE 



QUESTIONS? 
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